Installazione e configurazione
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1.Installazione di “Site Recovery Manager”.

Prima di iniziare con l'installazione, verificare attentamente la matrice di compatibilita e i
requisiti di sistema:

e Sijte Recovery Manager requisiti di Sistema:
o https://docs.vmware.com/en/Site-Recovery-
Manager/8.7/com.vmware.srm.install_config.doc/GUID-384B628F-35C8-
4C96-9B36-ACCEBE6C6792.nhtml

e Matrice di compatibilita “VMware Site Recovery Manager 8.x”
o https://docs.vmware.com/en/Site-Recovery-Manager/8.8/rn/compatibility-
matrices-for-vmware-site-recovery-manager-88/index.ntml

Steps:

e Scaricare il fiel ISO di Site Recovery Manager dal portale di VMware\Broadcom
e Montare l'immagine ISO e aprire i file al suo interno.

e Creare una nuova Virtual machine (tasto dx sul cluster o sull’host Esxi).

e Cliccare su “Deploy OVF Template”.

] Actions - Cluster-DR

vm vSphere Clig

¥] Add Hosts...

sl Q) = 1) New Virtual Machine...

v (7 vCenter-67.aleadm

v [@ Datacenter 13 Deploy OVF Template...

| [[] Cluster-DR %0

[] 192.168.1.65

() aleadmin-3 =lormge ¥
(5 Aria-Opera Host Profiles >
(31 Aria-vrni-c¢

i Aria. Gpert Edit Default VM Compatibility...

(5 SRM-DR (> Assign License...

£
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e Cliccare su “Open file”.
e Aprire la cartella del file ISO:

o

O
O
O
O

srm-va_OVF10.cert
srm-va_OVF10.mf
srm-va_OVF10.ovf
srm-va-support.vmdk
srm-va-system.vmdk

Deploy OVF Template G Aor

_— ] > v A » Questo PC » Unitd
2 Select a name and folder Select an OVF ten

3 Select a compute resource

4 Review details Enter a URL to dol  ©Organizza ~
rage local hard drive, a Nome

O URL

5 Select 5

6 Ready to complete .
L] srm-va_OVF10.cert

[ srm-va OVF10.mf

® Local file g
[] srm-va_OVF10.0vf
Scegli file [N .
I | L] srm-va-supportvmdk
& Select atef
o~ 1 h srm-va-system.wvmdk

¢ Inserire il nome che si vuole dare all’appliance di site recovery manager:

Aleadmin.it

Deploy OVF Template

v 1Select an OVF template Select a name and folder

4 2 Select a name and folder Specify a unique name and target location

3 Select a compute resource

A Davie tndalle Virtual machine name: | SRM-DR
4 Review detalls

5 Select storage

6 Ready to complete Select a location for the virtual machine.

v [ vCenter-67.aleadmin.it
> [ Datacenter
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Verificare il Check di “compatibili

ta:

Deploy OVF Template

v 1Select an OVF template
v 2 Select a name and folder

3 Select a compute resource

4 Re detalls

5 Sele

storage

6 Ready to complete

Select a compute resource
Select the destination compute resource for this operation

v [ Datacenter
v [[J) Cluster-DR
[] 192.168.1.65

Compatibility

v Compatibility checks succeeded I

Selezionare le vCPU in base alle proprie esigenze:

v 1Select an OVF template

v 4 Review details
v 5 License agreements
6 Configuration
7 Select storage
8 Select networks
9 Customize template

10 Ready to complete

v 2 Select a name and folder
v 3 Select a compute resource

Deploy OVF Template

Configuration
Select a deployment configuration

® 2 vCPU

O 4 vcrPuU
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e Selezionare il “datastore” dove posizionare 'appliance di SRM:

Deploy OVF Template

v 1Select an OVF template Select storage

v 2 Select a name and folder Select the storage for the configuration and disk files

v 3 Select a compute resource

v 4 Review details

v 5 License agreements ‘ ) "

-~ Select virtual disk format: Thick Prof

VM Storage Policy:
8 Select networks Name Capacity Provisioned Free
9 Customize template & datastorel 1285 GB 972 MB 12755 GB
10.Ready to:complete £ pisk 109 T8 946.98 GB 73337 GB
& pisk2 109 1B 112718 26463 GB

e Selezionare la network di destinazione in “Destination network”:

Deploy OVF Template
v 1Select an OVF template Select networks
+ 2 Select a name and folder Select a destination network for each source network.
+ 3 Select a compute resource
v 4 Review details Sopece e
v 5 License agreements Network1
+ 6 Configuration
v 7 Select storage

8 Select networks

9 Customize template

IP Allocation Settings
10 Ready to complete

IP aliocation:

IP protocol

Destination Network

VM Network

Static - Manual

IPv4

Aleadmin.it
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Inserire i parametri richiesti:
o Initial “root” password:
o Initial “admin user” password:

Deploy OVF Template

« 1Select an OVF template
v 2 Select a name and folder

Customize template

v 3 Select 3 compute resource

¥ A Review cletally @ Al properties have valid values
v 5 Ucense agreements

v 6 Configuration Application

v 7 Select storage

v 8 Select networks Enable SSHD

Determines whe

(]

ther the SSHD sery

Initial root password

Initial admin user password

Customize the deployment properties of this software solution.

ce will be enabled and started by default in

8 settings

the appliance

root usy

This will be used as an initial password for the

Password 56584

sessseesees

Confirm Password

This will be used as an initial password for the admir

Password

Confirm Password

Host Network IP Address Family:
Hosty Network Mode:

Default Gateway:

Domain Name:

o O O O

Deploy OVF Template
Networking Properties

Host Network 1P Address Family

1 Select an OVF template

2 Seiect a name and folder
3 Select a compute resource
4 Review details

T AN %

v 5 License agreements Host Network Mode
v 6 Configuration

v 7 Select storage

+ B Select networks

eady t

Default Gateway
The default gateway |

1926812

Domain Search Path

The domain s«

sarch path (comma or s

>

s3 for this VM. (fro

of this VM. (from the IP Podi associated with th

© o

rparated domain names) for thes

B settings

IP address famiy (1e., pvé’ Of

m the 1P Pool associated with the vSphere network mapped to th

network mapped 10 the "Network 1

VM, (from the IP Pool assoclated

CANCEL
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o Domain Search Path:
o Domain Name Server:
o Network 1IP Address:
o Network 1 Netprefix:

v 1Select an OVF template

v 2 Seilect a name and folder
v 3 Select a compute resource
v 4 Review details

v 5 License agreements

v 6 Configuration

v 7 Select storage

v 8 Select networks

9 Customize template

Deploy OVF Template

srm-gr

Domain Search Path

The domain search path (

network mapped to the "N

aleadmin it

oMM of space separated domam name

etwork 1' network)

Domain Name Servers
The domain name server i

mapped to the "Network 1

192.168.1165

Network 11P Address

Network 1 Netprefix

wiwork)

Addresses for this VM (comma separated). (Ir

2s) for this VM., (from:

1 the 1P Pool |

om the IP Pool assodiated|

The IP address for this interface

192.168.1.128

¥

The prefi

¢ this interface

e Rileggere i dati inseriti prima di premere il tasto “Finish”:

v 4 Review details

v 5 License agreements
v 6 Configuration

v 7 Select storage

v 8 Select networks

v 9 Customize template

+ 1Select an OVF template
v 2 Select a name and folder
v 3 Select a compute resource

Deploy OVF Template

Ready to complete

Click Finish to start creation.

Provisioning type

Name

Template name

Download size

10 Ready to complete

Size on disk

Folder

Resource

Storage mapping

All disks

Network mapping

Deploy from template
SRM-DR
srm-va_OVF10

1.0GB

33.0GB

Datacenter

Cluster-DR

Datastore: DISK; Format: Thick provision lazy zeroed

1

Aleadmin.it
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e Accendere il virtual appliance:

vm vSphere Client

0 2 8 9 5% SRM-DR S ¥ & ©

v 7 vCenter-67 Summary Monitor Configure Permissions
v [ Datacenter
v [[J Cluster-DR
[] 192.168.1.65
& ale

Guest OS: Other 3.x L
Compatibility: ESXI 5.5 ary
VMware Tools: Not runnin

More info
{51 Aria-Operations-Manager... DNS Name;
{31 Aria-vrni-collector IP Addresses:
Host: 192.168.1.64

{51 Aria_Operation_for_Logs Launch Web Console
Launch Remote Console @ A
{51 SRV-Horizon-Connection §

{3 SRV-Horizon-Replica
{p vCenter-67
3 VCLS-875d6¢27-5009-40...

VM Hardware

Related Objects

e Aprire I'interfaccia web di SRM (da browser) e cliccare su “Launch SRM Appliance
Management”:

& C O & https://192.168.1.128/configure/app/landin

vmware

Getting Started

LAUNCH SITE RECOVERY

‘ LAUNCH SRM APPLIANCE MANAGEMENT

Documentation

VMware SRM Documentation

Aleadmin.it
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e Inserire “username” e “password” (I'utente di default € “Admin”, la password &

guella inserita negli step precedenti):

e cliccare sul tasto “Log In”:

Welcome to

VMware SRM Appliance
Management

admin

LOG IN

e Cliccare sul tasto “Configure Appliance”:

Aleadmin.it
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Inserire i parametri richiesti:
o PSC host name:
o PSC port:
o User name:
o Password:

Configure Site Recovery
Manager

1 Platform Services Controller

Platform Services Controller

AY Delcds are required unless marked (optional)

PSC host name 192.168.1.129

PSC port 443

User name administrator@vsphere local
Password LTS

Cliccare sul tasto “Connect”:

Security Alert

50:8A:BF:B1:24:B0:24

Connect anyway?

A Cannot validate the following security certificates:

Thumbprint for host 192.168.1.129

CONNECT ‘

01:84:CE:85:DF:41:73:B4:8A:26:BC:13:FD:B1:DD:09:4 A:69:34:0F:F1.:AD:5B:10:63:

CANCEL
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e Selezionare il “vCenter Server”:

Configure Site Recovery vCenter Server
Manager

: Select the vCenter Server for which you war
1 Platform Services Controller

vCenter Server

% wcenterServer © 7 vCenter-67.aleadmin.it

e Cliccare sul tasto “Connect”:

Security Alert

A Cannot validate the following security certificates:

Thumbprint for host vCenter-67.aleadmin.it

01:84:CE:85:DF:41:73:B4:8A:26:BC:13:FD:B1:.DD:09:4A:69:34:0F . F1.:AD:5B:10:63:
50:8A:BF:B1:24:B0:24

Connect anyway?

CONNECT CANCEL

Aleadmin.it
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e Inserire i parametri richiesti:
o Site name:
o Administrator email:
o Local host:

Configure Site Recovery
Manager

1 Platform Services Controller
5

2 vCenter Server

3 Name and extension

Name and extension

All fiokds are required unless marked (optonal)

Enter name and extension for Site Recovery Manager

Info@aleadmin.it

Site name

Administrator email

Local host 1921681128
Extension ID ° Default extension |1D (com.vmware vcDr)

Custom extension 1D

Registering Site Recovery Manager

Configuring Site Recovery Manager. Please wait...

© success

Appliance configured

JNDLE

r Appliance

9/5/23. 9:57:18 PM +0200

STOP
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Nota: Configurare anche il secondo appliance di SRM, seguendo i passaggi
precedenti.

Gli ambienti standard di SRM sono sempre due... uno di Produzione e l'altro di DR
(disaster recovery).

Al termine di entrambe le installazioni SRM, aprire le rispettive console dal vCenter
per visualizzare la corretta integrazione con il vCenter.

e Cliccare sul tab “hamburger” & .. e successivamente sulla scritta “Site Recovery”:

— vSphere Client

[@ Content Libraries <
& Workload Management

[% Global Inventory Lists Sumnt

[@ Policies and Profiles
ZA Auto Deplo

; ploy Gl
) Hybrid Cloud Services

<> Developer Center

cated

% Administration loibié a0

[

E| Tasks ee973316-...
(] Events WIN10

© Tags & Custom Attributes -
y-Manager

&2 Lifecycle Manager ©

@) Cloud Provider Services =
@ NsX .

() VRealize Operations

e-VRA

Aleadmin.it
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e Verificare la presenza del check "OK" (verde):

Site Recovery

Installazione di Site Recovery manager conclusa.

Aleadmin.it
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2.Installazione di vSphere Replication

L'installazione di spere Replication Appliance & pressoché identica a quella di SRM.

Seguire ii seguenti steps:

e Download del file ISO di vSphere replication dal sito di VMware\Broadcom
e Montare I'immagine ISO e aprire la cartella contenente i file:
e Creare una nuova virtuale machine... cliccando su “Deploy OVF Template”.

Actions - Cluster-DR

vm vSphere Clig

¥] Add Hosts...

. 3 New Virtual Machine...
B o 8|b

v (7 vCenter-67.aleadm

13 Deploy OVF Template...

v [ Datacenter
V| [l Cluster-DR| | +¢
[] 192.168.1.65

& aleadmin-3 Storage ”

() Aria-Opera Host Profiles >

{5 Aria-vrni-c¢ o

& Aria_O Edit Default VM Compatibility...
ria_Operé

(5 SRM-DR > Assign License...

I

Aleadmin.it
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e Cilcare su “Open file”.
e Dalla cartella selezionare solo i seguenti file:

vSphere_Replication_OVF10.cert
vSphere_Replication_OVF10.mf
vSphere_Replication_OVF10.ovf
vSphere_Replication-support.vmdk
vSphere_Replication-system.vmdk

O O O O O

Template « > v 4 > Unita DVD (F) COROM > bin

template Select an OVF template Organizza ~

and folder Select an OVF template from |
| q Nome
ute resource
ERRERSRSIcuomEEE l [ 7 vSphere_Replication_AddOn_OVF10.cert

a local hard drive, a network s

O URL 0 vSphere_Replication AddOn_OVF10.mf

plete E
| vSphere_Replication_AddOn_OVF10.ovf

| ) vSphere_Replication OVF10.cert

© Local file : [ vSphere_Replication OVF10.mf
lia... |Nessun file sele| =
| | vSphere_Replication_ OVF10.ovf

& Select a template to de‘p’i

¢ | | vSphere_Replication-supportvmdk

v i R vSphere_Replication-system.vmdk

e inserire il nome che si vuole dare al virtual appliance:

Deploy OVF Template

v 1Select an OVF template Select a name and folder

— Specify a unique name and target location

3 Select a compute resource

& Beview datalls Virtual machine name: | vsphere-replication-dr

5 Select storage

6 Ready to complete Select a location for the virtual machine.

v 3 vCenter-67.aleadmin.it

| [} Datacenter

Aleadmin.it
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verificare la compatibilita nella sezione “compatibility”:

Deploy OVF Template

+ 1Select an OVF template Select a compute resource
+ 2 Select a name and folder Select the destination compute resource for this operaf
3 Select a compute resource

4 Review details v [[]) Datacenter
5 Select storage | ] Cluster-DR
6 Ready to complete [] 192.168.1.65

Compatibility

v Compatibility checks succeeded.

.. Visualizzazione dei dettagli:

Aleadmin.it

Deploy OVF Template

v 1 Select an OVF template Review dotails
v 2 Select a narne and folder Verity the template detads,
v 3 Select a compute resource

5 Licente agreerment [P R VMware\ I
Product vSphore Rephcabon Appl
Veron . 5013708
Verdor VMW, INC
Oescrgrnn vSphete Repicaton Appharce
Dowrdosd vie L RRY 1]

“ie o O 165 GO (1 provisonod)
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e inserire il flag su “l acce

pt all license Agreements”:

Deploy OVF Template

+ 1 Select an OVF template
+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Review details

6 Configuration

7 Select storage

8 Select networks

9 Customize template

10 Ready to complete

The end-user license agreement must be accepted.

Read and accept the terms for the license agreement.

VMWARE END USER LICENSE AGREEMENT

Last updated: 03 May 2021

THE TERMS OF THIS END USER LICENSE AGREEMENT (“EULA”) GOVERN YOUR USE OF T
TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

BY DOWNLOADING, DEPLOYING, OR USING THE SOFTWARE, YOU AGREE TO BE BOUND
DO NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST NOT DOWNLOAD, DEPLOY, O
DELETE OR RETURN THE UNUSED SOFTWARE TO US OR THE VMWARE CHANNEL PART!
WITHIN THIRTY (30) DAYS OF ITS ACQUISITION AND REQUEST A REFUND OF THE LICEN
THE SOFTWARE.

EVALUATION LICENSE. If you license the Software for evaluation purposes (an “Evaluation
only permitted for a period of thirty (30) days (unless we specify otherwise), and you may

data. Notwithstanding any other provision in this EULA, an Evaluation License of the Softw;

| accept all license agreements.

e Configurare le CPU in base alle esigenze dell'ambiente:

2 Select aname a

4 Review details
5 License agreem

7 Select storage

9 Customize temg

v
v
v 3 Select a compute resource
v
v

. . O 4 vcrPu
6 Configuration

Deploy OVF Template

1 Select an OVF template Configuration

nd folder Select a deployment configuration

® 2 vCcPU

ents

8 Select networks

dlate

10 Ready to complete

Aleadmin.it
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e Selezionare lo storage:

Deploy OVF Template

1 Select an OVF template Select storage

2 Select a name and folder Select the storage for the configuration and disk files
3 Select a compute resource

4 Review details

5 License agreements .
Select virtual disk format:

TER S K

6 Configuration

Thick Provision Lazy Zerod

Datastor

VM Storage Policy:
£ lect networks Name Capacity Provisioned —
¥ Customize tempiate = datastorel 1285 GB 972 MB 12755 GB
10 Ready to complete £ pisk 10918 988.06 GB 692.29G8
3 Disk2 109 T8 12718 26372 GB
Compatibdity

Type

VMFS 5
VMFS 5
VMFS 5

v Compatibility checks succeeded.

e Selezionare le network desiderata “Destination network”:

Deploy OVF Template

1 Select an OVF template Select networks

2 Select a name and folder Select a destination network for each source network.

3 Select a compute resource
Source Network

5 License agreements Network 1

v

v

v

+ 4 Review details
v

+ 6 Configuration
v

7 Select storage

8 Select networks

9 Customize template IP Allocation Settings

10 Ready to complete .
IP allocation:

IP protocol:

b4 Destination Network

VM Network

Static - Manual

IPv4

Aleadmin.it
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e Inserire i seguenti parametri:
o Initial “root” password:

o Initial “admin
o NTP Servers:

user” password:

Deploy OVF Template

+ 1Select an OVF template

2 Select a name and folder

3 Select a compute resource
4 Review details

5 License agreements

6 Configuration

7 Select storage

8 Select networks

9 Customize template

10 Ready to complete

R T

@ Al properties have valid values

Application

Enable SSHD

Initial root password

Initial admin user password

NTP Servers

6 settings

Determines whether the SSHD service will be enabled

n the apphance
O

This will be used as an nitial password for the root usqy

Password sesesscsnee

Confirm Password sensenessee

This will be used as an ntial password for the admin u

Password sesssnssnee

Confirm Password

A comma-separated st of hastnames or IP addresses

CANCEL

O O O O

Domain Search Path:
Domain Name Servers:
Network 1P Address:
Network 1 Netprefix:

Deploy OVF Template

1 Select an OVF template

2 Select a name and folder
3 Select a compute resource
4 Review details

v 5 License agreements

CYL<LES

+ 6 Configuration
v 7 Select storage
+ 8 Select networks

9 Customize template

10 Ready to complete

Domain Search Path

Domain Name Servers

Network 1 1P Address

Network 1 Netprefix

e wr Ty St v wew ¢ Pwver—ee crwvre ey

vsphere-replcation-dr

The domalin search path (comma or space separates

VM. (from the IP Pool associated with the vSphere r

‘Network 1" network)
aleaamin it
The domain name server IP Addresses for this VM (

the 1P Pool associated with the vSphere network me

network)

1921681165

The IP address for this iInerface
_)97 168.1127

The prefix for this interface

:

Aleadmin.it
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Rileggere i parametri inseriti e cliccare sul tasto “Finish”:

Deploy OVF Template
v 1Select an OVF template All disks Datastore: DISK; Format: Thick provision lazy zeroed
v 2 Select a name and folder Network mapping 1
v 3 Select a compute resource
v 4 Review details Netwark'l VM Network
v 5 License agreements IP allocation settings
+ 6 Configuration
IP protocol PV4
v 7 Select storage
v 8 Select networks IP allocation Static - Manual
+ 9 Customize template

Properties Enable SSHD = False
10 Ready to complete NTP Servers = time.google.com

Hostname = vsphere-replication-dr
File Integrity Flag = False

Host Network IP Address Family = ipv4
Host Network Mode = static

Default Gateway = 192.168.1.2

Domain Name = vsphere-replication-dr
Domain Search Path = aleadmin.it
Domain Name Servers = 192.168.1.165
Network 1P Address = 192.168.1.127
Network 1 Netprefix = 24

e Aprire “Recent task” per visualizzare lo stato del deploy dell’appliance

Aleadmin.it

o Related Obiects
Recent Tasks Alarms
Task Name v~  Target v  Status | ~  Details
Deploy OVF
vsphere-replic... [ | 51% €
template
Import OVF package Cluster-DR [ | 52% &
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e Accendere il virtual Appliance

vm vSphere Client Menu v

8 9 % vsphere-replication-dr
v [ vCenter-67.aleadmin.it Summary Monitor Configure P

v Datacenter
~ [ Cluster-DR
[] 192.168.1.65
1 aleadmin-373

Guest OS:
Compatibility:
VMware Tools:

£} PHOTON

1 Aria-Operations-Manager-8_12 DNS Name:

51 Aria-vrni-collector IP Addresses:
Host:

51 Aria_Operation_for_Logs Launch Web Console

% SRM-DR Launch Remote Console @ [{{§

51 SRV-Horizon-Connection

51 SRV-Horizon-Replica

[ vCenter-67

ﬁ vCLS-875d6¢27-5009-4017-96...

I vsphere-replication-dr Related Objects

VM Hardware

e Inserire le credenziali di login (default user “Admin”) e premere il tasto “Log In”:

< C' A Nonsicuro | https://192.168.1.127:5480/configure/#/login?toReturn=%2Fhome%2Fs

Welcome 1o

VMware VRMS
Appliance Management

admin

Aleadmin.it
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e Premere il tasto “Configure Appliance”:

vmw VRMS Appliance Management

CONFIGURE APPLIANCE

e Inserire i seguenti parametri:
o PSC host name:
o PSC port:
o User name:
o Password:

Configure vSphere
Replication

1 Platform Services Controller Enter the Platform Se

Platform Services Controller

AR flelds are required unless matked (optional)

rvices Controlier details for the vient

PSC host name

PSC port

User name

Password

192.168.1.163

443

administralor@®vsphere.local

Aleadmin.it
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e Cliccare sul tasto “Connect”:

Security Alert

A Cannot validate the following security certificates:

Thumbprint for host 192.168.1.163

6C:6D:36:02:D4:8A:F:B5:07:E7:E1:29:BD:D8:7F:B7:61:9D:0F :E4:9B:DA:69:53:5
8:9F:4C:9B:D4:09:8C.7B

Connect anyway?

CONNECT CANCEL

e Selezionare il vCenter Server:

Configure vSphere vCenter Server
Replication

X Select the vCenter Server for which you want t
1 Platform Services Controller

vCenter Server

Zaycentersecver © (7] VCSA-70u3.aleadminiit

Aleadmin.it
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e Cliccare sul tasto “Connect”:

Security Alert

A Cannot validate the following security certificates:

Thumbprint for host VCSA-70u3.aleadmin.it

6C:6D:36:02:D4:8A:1F:B5:07:E7:E1:29:BD:D8:7F:B7:61:.9D:0F:E4:9B:DA:69:53:5
8:9F:4C:9B:D4:09:8C.7B

Connect anyway?

CONNECT CANCEL

e Inserire i seguenti parametri:
o Site name:
o Administrative email:
o Local host:
(@]

Storage Traffic IP (inserisci l'indirizzo IP per I'adattatore VMKernel dedicato):

Configure vSphere Name and extension
Replication

Al helds are requred uniess marked (optiona’)

Enter name and extension for vSphere Replication
1 Platform Services Controlier

Site name ite-Prod
2 vCenler Server S

3 Name and extension Administrator email Infotaleadm

-
=

Local host 192.168.1.131
Extension ID com.vmware.vcHms

Storage Traffic IP 1921681131

(Optona)
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e Rileggere i parametri inseriti negli step precedenti e prosegure...

Aleadmin.it

Configure vSphere

Ready to complete

Replication

1

2

3

a

Review your settings before finishing the wizard.

Platform Services Controller
Platform Services Controller

vCenter Server

vCenter Server
Name and extension Site name

Extension ID
Ready to complete

Administrator email

Local host

IP address for incoming storage
traffic

192.168.1.163

VCSA-70u3.aleadmin.it

Site-Prod

com.vmware.vcHms

info@aleadmin.it

192.168.1.131

192.168.1.131

Configuring vSphere Replication. Please wait...

Registering vSphere Replication

© success

Update the IP address for incoming traffic
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Nota: Al termine di entrambe le installazioni di vSphere Replication Appliance, aprire le
console da vCenter per visualizzare I'integrazione con vCenter Server.

e Cliccare sulla scritta “Site Recovery”:

— vSphere Client

[f Content Libraries <
& S
o Workload Management ~

[%& Global Inventory Lists Sumnij

[-E, Policies and Profiles
A Auto Deplo

z ploy Gl
) Hybrid Cloud Services

<> Developer Center

cated
r;,a ° o .
&y Administration 5101b16-43C...

L3
E| Tasks ee973316-...
[]] Events WIN10

O Tags & Custom Attributes -
y-Manager
19

£ Lifecycle Manager

@) Cloud Provider Services

€@ NSX .

() VRealize Operations —

Site Recovery
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Cliccare sul tasto “OPEN Site Recovery”:

— vSphere Client O\

Site Recovery

v vSphere Replication @ ok CONFIGURE[A
Server 192.168.1.131
Version 8.5.0.20493664

v Site Recovery Manager 0 oK CONFIGURE[7
Server 192.168.1.130
Version 8.5.0.21216268
ID com.vmware.vcDr

Currently serving Site Recovery client

OPEN Site Recovery [

A Recent Tasks Alarms

C @ QO G https;//192.168.1.130/dr/#/home

vmw Site Recovery  Menu v

NEW SITE PAIR

) VCSA-70u3.alea.. < &) vCenter-67.ale.. Replications within the same vCenter Server
Site Recovery Manager [y within VCSA-70u3.aleadmin.it O
(J Protection Groups 0 ] Recovery Plans 0

VIEW DETAILS [Eeailelag VIEW DETAILS
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Site Disaster Recovery:

e Click “OPEN Site Recovery”:

vm vSphere Client

Menu v

a} Home

% Shortcuts

Hosts and Clusters
[#] VMs and Templates
5 storage

Q Networking

[ Content Libraries
[E Global Inventory Lists

[ Policies and Profiles
@J Auto Deploy
<|> Developer Center

[®) vRealize Operations
& Administration
2 Update Manager

Tasks

o 4

7. Site Recovery

Site Recovery

Local vCenter Server instances with installed vSphere Replication or Site Recovery Manager are displayed below.

If you want to see more details, use the Open button. The Site Recovery application opens in a new browser tab.

~ vSphere Replication
Server
Version

~ Site Recovery Manager
Server
Version

ID

Currently serving Site Recovery client

Q vCenter-67.aleadmin.it

@ oK

192.168.1.127

CONFIGURE[]

8.5.0.20493664

@ oK

192.168.1.128

CONFIGURE[]

85.0.21216268

com.vmware.vcDr

OPEN Site Recovery [

vmw Site Recovery

O & https://192.168.1.128/dr/#/home

Menu v

NEW SITE PAIR

Site Recovery Manager
) Protection Groups 0

) vCenter-67.alead... « [ VCSA-70u3.ale..

[£] Recovery Plans ©

\ASVEMIIPN R ACTIONS Vv

Replications within the same vCenter Server

[y within vCenter-67.aleadmin.it O

VIEW DETAILS

Nota: vSphere Replication deve essere installato su entrambi i siti (come SRM)
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3.Configurazione del “New Site Pair”

Procedura:

e Cliccare su “NEW SITE PAIR":

C @ O & https//192.168.1.130/dr/#/home

vmw Site Recovery

NEW SITE PAIR

71 VCSA-70u3.alea.. <« ] vCenter-67.ale.. Replicationg

Site Recovery Manager [y within VCS

Q) Protection Groups O E] Recovery Plans O

VAAVASI SNBSS ACTIONS Vv VIEW DETAILS

e Selezionare il vCenter del "Pair type" (Sito protetto):

e Selezionare “Pair with a peer vCenter Server located in a different SSO domain”
(single vCenter Server).

e Selezioanre “Pair with a peer vCenter Server located in the same SSO domain”
(vCenter server Linked mode).

Note: in questo caso specifico andro a selezionare la prima opzione del “Pair type”.

New Pair Pair type

1 Pair type vCanter Server
| © VCSA-70u3aleadminit

° Pair with a peer vCenter Server located in a differe

Pair with a peer vCenter Server located in the same SSO domain
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e Inserire i seguenti parametri:
o PSC host name:
o PSC port:
o User name:
o Password:

e Cliccare sul tasto “Find vCenter Server Instance”:

New Pair Peer vCenter Server
Al Heids are required unless marked (optonal)
1 Pair type Enter the Platform Services Controlier details for the peer vCenter Server
2 Peer vCenter Server PSC host name 1929681129
PSC port 443
User name administrator@vsphere.local
Password CLTTTTTYYTTY @

FIND VCENTER SERVER INSTANCES

Cliccare sul tasto “Connect”:

Security Alert

A Site Recovery Client cannot validate the following security certificates:

Thumbprint for host 192.168.1.129

01:84:CE:85.DF:41:73:B4:8A:26:BC:13:FD:B1:DD:09:4A:69:34.0F.F1.AD:5B:10:63:
50:8A:BF:B1:24:B0:24

Connect anyway?

CONNECT CANCEL
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e Settare i paramentri per il “Peer vCenter Server” (vCenter Disaster Recovery):

New Pair

1 Pair type

2 Peer vCenter Server

Peer vCenter Server

All fields are required unless marked (optional)

Enter the Platform Services Controller details for the peer vCenter Server.

PSC host name 192.168.1.129

PSC port 443

User name administrator@vsphere.local

Password esesececeee @

FIND VCENTER SERVER INSTANCES

Select a vCenter Server you want to pair.

vCenter Server

© (! vCenter-67.aleadmin.it

e Selezionare “vSphere Replication”:
e Cliccare sul tasto “Next” per proseguire:

1

3

New Pair

Pair type

2 Peer vCenter Server

Services

VCSA: TOULaleacmin it vCanter 67 Mleaciment

Ia ﬁsmeWﬂbﬂ I Ste-Prod Site-OR

A st
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e Cliccare sul tasto “Finish”:

New Pair Ready to complete
1 Paar type Par type VCanter Sacver mtances m dtterent SSO comans
vCenter Serves instances VESA- 703 sdesamen i vCenter 67 soadmm A

2 Peer vientor Server

vighare Reghcation Ste-Prog Ste0Q

3 Services

4 Ready to complete

<

L'associazione tra il "Protected Site" e il “Disaster Recovery Site” & concluso.

C @ O & hitps//192.168.1.130

vmw Site Recovery

NEW SITE PAIR

VCSA-70u3.alea.. | « vCenter-67.ale... Replications within the same vCenter Server
Site Recovery Manager 1 within VCSA-70u3.aleadminit O
L) Protection Groups O £ Recovery Plans O

vSphere Replication

) Outgoing © '] Incoming O

VIEW DETAILS ACTIONS V VIEW DETAILS
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0O a

192.168.1.128/dr/#

NEW SITE PAIR

vCenter-67.alead..

VCSA-70u3.ale..

Site Recovery Manager

C) Protection G ups O

vSphere Replication

Outgoing O

VIEW DETAILS ACT

ONS V

Replications within the same vCenter Server

nter-67.aleadminit O

VIEW DETAILS

Nota: eseguendo l'associazione dal sito protetto... sara visibile da entrambe le parti.
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4.Network Mapping

VMware Site Recovery Manager utilizzera le mappature di rete per determinare a quale
gruppo di porte connettere le macchine virtuali ripristinate.

e Selezionare il tab “Site Pair”:
e Selezionare la scritta “Network Mappings”:
e Cliccare sulla scritta “NEW”:

vmw Site Recovery

Summary Network Mappings
Issues vCenter-67.aleadmin.t
Configure v 3

VCSA-70u3.aleadmin.it ™ Recovery Network Reverse
Replication Servers

Array Based Replic v
Storage Replication A
2 Array Pairs

EXPORT v
Network Mappings

Folder Mappings No network mappind

Resource Mappings

e Selezionare “Automatically prepare mappings for networks with matching
names”:

New Network Mappings Creation mode

Select the way you want to create mappings

1 Creation mode

|° Automatically prepare mappings for networks with matching names

Prepare mappings manually
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Selezionare le mappature di rete per una o piu
Cliccare sul tasto “ADD MAPPINGS”:

reti:

New Network Mappings Recovery networks

r e reCOvVery Network r
gure f vary netw

1 Creation mode ¥ prepirec

2 Recovery networks

o Test-PowerCL)

VMkernol

VCSA-70ul aleadmin.it

BPPINGS 1Or 0Ne Of MOre NEIWOrks, Th

vCenter-67 aleadmmn.it

[1; Datacenter

vCenter-67.alesdmin it

.. mappatura network aggiunta... proseguire...

New Network Mappings Recovery networks

very network mappings {¢
1 Creotion mode i giineorions

= -
2 Recovery networks 2 Test

Y Test-PowerCl

2 VMkerne

VCSA-70ul sescmn it

Q

N vCender-67. deacminit

v [ Datacenter

y VM Network
4 aDO

MAPPINGS

vCerter-67 slesdmn A

Selezionare il “Reverse mappings”:
New Network Mappings Reverse mappings

1 Creation mode

¢ Datacenter > VM Network

vCenter-67 aleadmn

2 Recovery nelworks

3 Reverse mappings

VCSA-TOUN slwactrin it

» Datacenter > VM Network
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e Cliccare sul tasto “Next”:

New Network Mappings Test networks
1 Creation mode ty
@ Iy J 5 t K 3 '
2 Recovery netwocks I
3 Reverse mappings Bacowery Networs ? Test Network
VM Rotw ~ v \} r ¢ "l . HANGE

4 Test networks

1 retworsgy)

o ;i

¢ Rileggere e cliccare sul tasto “Finish”:

New Network Mappings Ready to complete X

Review your settings before finishing the wizard

1 Creation mode

VCSA-70u3.aleadmin.it vCenter-67.aleadmin.it Reverse Mapping Test Network
2 Recovery networks @ Datacenter > VM Network § Datacenter > VM Network Yes @ Isolated network (auto cr..

3 Reverse mappings

4 Test networks

5 Ready to complete

e Mapping completato:

Bl Site Pair =
Suenmary Network Mappings =
Issues VCSA-70ul aleadmiant vConter-67 alesdmin it
NEW A
Configure v
TR ENT—— ) Bec vy Netminh ey Magoang Test Network © Cuntommsration
) v
=T Y
I DXOPONT
NEtwork Mappings
' Mapping No network mapping selected
Mepping
rage f M
Pra @ K
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N

Nota: Selezionando il vCenter del “Disaster Recovery“ & possibile visualizzare "Reverse
Mappings":

vmw Site Recovery  VCSA-70u3.aleadminit - -67.aleadmin.it v

Site Pair % Replications O Protection Groups D Recovery Plans

Summary Network Mappings
Issues ‘ VCSA-70u3.aleadmin.it vCenter-67.aleadmin.it
. NEW SH
Configure v
vCenter-67.aleadmin.it T Recovery Network Reverse Mapping Test Network
Replication Servers pe pe
P § VM Network € VM Network Yes Isolated network (auto crq
Array Based Replic... v
Storage Replication A...
Array Pairs
EXPORT v

Network Mappings
Folder Mappings No network mapping selected.

Resource Mappings
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5.Folder Mapping

e Selezionare il tab “Site Pair”:
e Selezionare “Folder Mappings”:
e Cliccare sulla scritta “NEW”:

Folder Mappings

3]
. .
VCSA- D -
Folder Mappings

EXPORT
Permissions

Recont Tasks

e Selezionare le mappature delle cartelle per una o piu cartelle:

e Cliccare sul tasto “ADD MAPPINGS”:

New Folder Mappings Recovery folders

1 Creation mode

2 Recovery folders

Om
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e Mappatura aggiunta:

New Folder Mappings Recovery folders

Configute recovery foider mappings for one or more folders. The mappings for objects marked with * are alreadh

prepaced

1 Creation mode

. Ll WITE SRS S 11 W
2 Recovery folders > 1 ConePrepResyncVmFolder v vCenter-67 aleadmin it

> [T Discovered virtual machine v [k Datacenter

v@8OFr piat > 7] Discovered virtual machine

> 1 vas v ] Folder-Tempiate

| & ADD MaPPINGS
VCSA- 7002 sleacionn. t Y vCenter-67 aleacimen.t
CJ Datacenter » Folder-Template —J Datacenter » Foider-Template

e Selezionare il “Reverse mappings”:

New Folder Mappings Reverse mappings

Select configured mapomas for which 10 stomatically Create teverse m

1 Creation mode vCorter-67 abeadrwn it ' v VCSA- 70Ul sloncmen it

cr > Folder- [ Datacenter > Folder-Template

2 Recovery folders

3 Reverse mappings

¢ Rileggere e cliccare sul tasto “FINISH”:

New Folder Mappings Ready to complete

Review your se1tings before finshing the wizard
1 Creation mode
VCSA- TOud.adeaamin it wCener &7 Aleadmin Reverse Mappeng
2 Recovery foiders £ Datacenter > Foider-Templase 71 Datacentes > Foider- Template et

3 Reverse mappings

4 Ready to complete

CANCEL BACK m
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.. mappattura completata:

vmw Site Recovery

S\tePair % Replication O tion Group:! D recovery Plans

Summary Folder Mappings

Issues VCSA-70u3.aleadmin.it vCenter-67.aleadmin.it |

. NEW
Configure ~
VCSA-70u3.aleadmin.it 1 vCenter-67.aleadmin.it Reverse Mapping Exists

SELECT ALL

Replication Servers
P [ Folder-Template = [ Folder-Template = Yes

Array Based Replic >
Network Mappings

Folder Mappings
Resource Mappings
Storage Policy Mappings
Placeholder Datastores
Advanced Settings >

P EXPORT v
Permissions © SUCCESS
Folder mappings created

Recent Tasks

Configurazione delle repliche delle virtual machine

e Selezionare il tab “Replication”:
o C(liccare sulla scritta “NEW”:

vmw Site Recovery

1 VCSA-70u3.aleadmin.it =

NEW

vCenter-67.aleadmin.it

Outgoing

Incoming
Virtual Machine t Status Target
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La procedura guidata “Configure Replication” inizia con la selezione del vSphere
Replication Server.

Lasciare I'opzione preselezionata in “Auto-assign” a meno che non sia necessario
sceglierne manualmente uno specifico.

Configure Replication Target site

Site name i) vCenter-67.aleadmin.it
1 Target site
Status + Logged in

Select the vSphere Replication server that will handle the replication.
L—o Auto-assign vSphere Replication Server |

Manually select vSphere Replication Server

Name

e Selezionare una o piu macchine virtuali da replicare nel sito di “disaster recovery”:

Configure Replication Virtual machines

ct the virtual machines that you want to protect. Akready replicated VMs are not st

1 Target site Al

2 Virtual machines

Name ™ ¥ VM Folder
(3 Aria-viN kR Datacenter
s 1TCA A0 1 7. O0RTS 4 ClonePrepRe

ClonePreniRe

) DP.003 Ol Test
I {71 Gold-Image-WINIO I [:h Datacenter
1 1-9
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e Selezionare il datastore:

Configure Replication - Target datastore
GOIG‘Image'W"\“o Select a datastore for the replicated flles

1 Target site virtual machine ‘Gold-Image-WINIO' Is currently using 12.7 GB
Disk format: Same as source @
2 Virtual machines
VM storage policy: Datastore Default ®
3 Target datastore
Name ™ v Capaocity Free
3 datastorel 1285 GB 127.55 G8
© [ Disk 1.09TB 635.41GB
8 Disk2 1.09 T8 262.51G8
Select seeds

Auto-include new disks in replication ®

e Completare le impostazioni in base alle proprie esigenze:

Configure Replication - Replication settings
Gold-Image-WIN10 Cirioiee e iaclication saings 1o+ the Vitual inackivia

Recovery point objective (RPO) (1)
1 Target site

1 S minutes c

h
2 Virtual machines 1

3 Target datastore 2| Enabile point in time instances (D |

Instances per day 3 S
4 Replication settings pays s A

Keep 3 mstances per day for the last S days

If the RPO perod is longer than 8 hours, you might want 1o decrease the RPO value 1o alig

the number of instances that you want 1o keep.

Enable guest OS quiescing @

4| Enable network compression for VR data @ |

“ryption for VR data @
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¢ Nella sezione "Protection Group" & possibile sceglierne uno esistente, crearne uno
NUOVO oppure crearlo in seguito.

e Inserire il nome per il nuovo PG:

Configure Replication - Protection group
GOId'Image'WIN‘IO You ¢an add these virtual machines to a protection group.

Add to existing protection group
1 Target site 1 ° Add to new protection group

Do not add to protection group now

2 Virtual machines

Protection group name: 2 PG-Test-DR

3 Target datastore

4 Replication settings

5 Protection group

e Nella sezione "Recovery Plan" si pud scegliere un Recovery Plan esistente, crearne
uno nuovo o farlo in seguito:

e Inserire un nome per il recovery plan:

Configure Replication - Recovery plan
GOld-lmage-WlN‘lo You can optionally add this protection group to a recovery plan

Add to existing recovery plan
1 Target site 1| © Add to new recovery plan |
Do not add to recovery plan now

Recovery plan name: 2| RP-Test-DR

2 Virtual machines

3 Target datastore

4 Replication settings

5 Protection group

6 Recovery plan
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e Selezionare le mappature delle cartelle per una o piu cartelle:
e C(Cliccare sul bottone “ADD MAPPINGS”:

Configure Replication - Missing folder mappings
Gold'lmaQE"WlN1o Configure recovery folder mappings for one of moce foiders. The mappings lor objects marked with * are alread
prepoared
1 Target site o Q
2 Virtual machines v ) VCSA 7043 akacmin it V' i vConter-G7 sobaminit
1 v It S v 31 Datacenter
3 Targe! datastore 2 > ] Discovered virlual machine
> 7] Folder-Template
4 Replication settings

5 Protecton group

VCSA-TOud aleacmenit ¥ vConte: 67 sleackmen it

6 Recovery plan - Bl Datacenter R Datacenter

7 Missing folder mappings

e Selezionare i mapping per una o piu risorse:
o Cliccare sul tasto “ADD MAPPINGS”:

Configure Replication - Missing resource mappings
Gold-Image-WIN10 Configure reco

created or propared

Iy 1esOuUrce mappings 1or one of More resowrces. The mappings for objects marke

1 Target site

Q Q
2 Virtual machines Vv 5 VCSA-70u3 aleadmin it v 2 vCenter-67. aeadminit
1 v [ Datacenter 2 v [} Datacenter
3 Target datastore
v ® ) Akads v ] Custer-OR
4 Replication settings

3
5 Protection group

VCSA-TOu3 aleadenin it Y vCenter-67.aleadmin it

6 Recovery plan : I B Datacenter > AleAdmin [ patacenter > Cluster-OR

7 Missing folder mappings

8 Missing resource mappings
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Cliccare sul tasto “Finish”:

Configure Replication - Ready to complete

Gold-Image-WIN10 Review your selected
1 Target site A

Target datastore

4 Replication settings Target detastors

Auto-rephicate new dicks
5 Protection group

escing

6 Reocovery plan

Network ore
7 Missing folder mappings =

mcry
8 MiSSNg resourco mappings Recovery pe pect
1 e tecove

9 Ready to complete

CANCEL BACK FINISH

visualizzare il processo attraverso "Recent Task":

vmw Site Recovery

—

= L
[-_Repllcatlons

Outgoing
NEW
Incoming
Virtual Machine

U‘: tection Groups ___‘
) VCSA-70u3.aleadmin.it - =

EXPORT v
Recent Tasks
Task Name Target Status
Wiat 3 virtual ach E]' Y WIN

Status

Initiator

Name: Admun

vCenter-67.al

Target

Queued For

strator, D 27 ms
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vCenter-67.alead

RPO

1 hour

@ SUCCESS |
Recovery plan "RP-Test-DR" created.

9/6/23, 6:44:05 PM +0200

SUCCESS
Protection group "PG-Test-DR" created.

9/6/23, 6:44:05 PM +0200

@ SUCCESSs "
Resource mappings created.
9/6/23, 6:44:04 PM +0200

A scopo di test, eseguire la prima sincronizzazione della macchina virtuale sul sito di
disaster recovery:

e Cliccare sulla scritta “Sync Now”:

NEW

ions O Protection Groups

Virtual Machine T

{51 Gold-Image-WIN10

Configured disks:
Auto-replicate new disks
Managed by:

Quiescing:

Network compression:
Encryption:

Datastore:

1 VCSA-70u3.aleadmin.it = 7] vCenter-67.aleadmin.it
RECONFIGURE  PAUSE REMOVE
Status RPO Target
A\ Not Active 1 hour [h site-DR
10of 1 Last instance sync point: No instances
Enabled Last sync duration:
SRM Last sync size:
Disabled Lag time:
Enabled RPO: 1 hour
Disabled Points in time: Enabled (keep 3 instance]
(3 DISK Replica disk usage: @ 1KB
[ Datastore Default Replication ID GID-c973c6cf-b59d-415a

Storage policy:

Aleadmin.it



https://www.aleadmin.it

vmw Site Recovery

F [ o B . &)
:- | Replications \VA t -
¥ £ ' o=
outgoing ) VCSA-70u3.aleadmin.it = vCenter-67.alead
NEW
Incoming
Virtual Machine * RPO
v {3 Gold-Image-WINIO 1 hour
Sync operation in progress: 2 % done @ 5
Configured disks: 10of1 Last instance sync point:
Aut -'_l ate no dicke Enablad Lact lA,u\( Jdusat
EXPORT v
Recent Tasks Alarn
Task Name Target Status Initiator Queued For
Synchronize virtual mac ﬁi Gold l 5 Name: Admir 7.D 17 ms
Set virtual machine cust &1 Gold-image-WIN1 v pletec VSPHERE LOCALWSRM

Sincronizzazione completata con successo:

U Protection Groups

0 PG-Test-DR

(1 Gold-Image-WIN1O Qox

EDIT  MOVE  DELETE
Protection Groups ) .
ery Plal Virtual Machines
PG-Database _—
) PG-Test-DR
Virtual Machine + Protection Status

Recovery Resource Po

[T cluster-DR

Recovery Host

0 192.168.1.65

Learn morg

SELECT ALL

Recovery Folder Recovery Netwoi

[ Datacentel

=

¥ VM Network
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6.Creazione di un Protection Group

e Selezionare il tab “Protection Group”:
e Cliccare sulla scritta “NEW™:

vmw Site Recovery

l[,. ' [ stion _/ Protection Groups

Protection Groups
Protection Groups NEW

Name ? Protect:on Status Recovery Status

e Inserire i seguenti parametri:
o Name:
o Direction:

New Protection Group Name and direction

All fields are required unless marked (optional)

1 Name and direction
Name: 1 PG-Database

Description:

{Optional)

Direction: 2| © site-Prod - site-ar |
Site-dr = Site-Prod

Location: 0

Protection Groups
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e Select “Individual VMs (vSphere Replication)”:

New Protection Group Type

Select the type of protection group you want to create:

1 Name and direction Datastore groups (array-based replication)

240F
ype ° Individual VMs (vSphere Replication)

Virtual Volumes (vVol replication)

Storage policies (array-based replication)

e Selezionare una o piu macchine virtuali (in questo caso solo una VM):
New Protection Group Virtual machines
¢t the virtual machenes to mclude in the protection group
1 Name and direction Al
2 Type Virtus! machine ? Status Protection Status
(71 SRV-SOL-2019 Not Active Add to this protection group

3 Virtual machines

[ ]

Nella sezione "Recovery Plan" possiamo scegliere un Recovery Plan esistente,
crearne uno nuovo o farlo in seguito:

e Inserire il nome per il “Recovery Plan”:

New Protection Group Recovery plan

You can optionally add this protection group to a recovery plan

1 Name and direction Add to existing recovery plan
IQ Add to new recovery plan I

Do not add to recovery plan now

2 Type

Ji:Mituatmachines Recovery plan name: RP-Database

4 Recovery plan
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e Selezionare le mappature per una o piu cartelle:
e Cliccare sul tasto “ADD MAPPINGS”:

New Protection Group Missing folder mappings

1 Name and direction

Q Q
2 Type
v (& vCsA-70u3.aleadmin.it v [ vCenter-67.aleadmin.it
3 Virtual machines ~ [Fh Datacenter ~ Fh Datacenter
> [ Discovered virtual machine

IS

Recovery plan

- ADD MAPPINGS ‘

w

Missing folder mappings

VCSA-70u3.aleadmin.it vCenter-67.aleadmin.it

0 mapp
. PR
e Selezionare le mappature per una o piu risorse:
M ““ ”.,
e Cliccare sul tasto “ADD MAPPINGS™:
New Protection Group Missing resource mappings x
Configure recovery resource mappings for one or more resources. The mappings for objects marked with * are already
1 Name and direction created or prepared.
Q Q
2 Type
~ [ VCSA-70u3.aleadmin.it v [ vCenter-67.aleadmin.it
3 Virtual machines v []1 Datacenter v [1] Datacenter
v [] AleAdmin v [ cluster-DR
4 Recovery plan
& ADD MAPPINGS |
5 Missing folder mappings A
VCSA-70u3.aleadmin.it vCenter-67.aleadmin.it
6 Missing resource mappings
0 mapping(s)
CANCEL ‘ BACK ‘

e Cliccare sul tasto “Finish”:

New Protection Group Ready to complete

1 Name and direction Mame PG-Databese

2 Type Description
Protected ste Site-Prod

3 Virtual machines
Becovery sie Site-or

4 Recovery plan

v e Location Protection Groups

S Missing fokier mappings Protection growp type Individual VMs (vSphere Replcation)
Total virtual machines 1

6 MisSIng resource mapengs
Recovery plan L. RP.Database (new)

7 Ready to complete

e ==
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7. Creazione di un Recovery Plans

In VMware Site Recovery Manager, i piani di ripristino sono flessibili, personalizzabili e
automatizzati, essi orchestrano il processo di ripristino (ordine di avvio/arresto della VM,
indirizzi di rete da utilizzare, ecc.).

Un “Recovery plan” pud include uno o piu “Protection Group”.
Un “Protection Group”. puo far parte di piu “Recovery plan”.

Nell’limmagine sottostante abbiamo gia creato un “Recovery plan” tramite la procedura
guidata del “Protection Group”, quindi di seguito vedremo come configurarlo.

e Selezionare il tab “Recovery Plans”:

e Cliccare sulla scritta “NEW”:

vmw Site Recovery

te Pail lt eplicati \/‘ rotect rou __| Recovery Plans
Q Recovery Plans
Recovery Plans
-] RP-Database Name
[] rP-Database

e Selezionare il tab “Virtual machine”:

e Cliccare su “Priority Group” e scegliere uno dei 5 livelli a seconda delle proprie

esigenze:
E ] __ Recovery Plans
Ll RP-Database EOIT  MOVE DELETE  TEST
L RP-Database

Virtual Macrnd + Recovery Status Status Moched § Protectson Ge
v

i3 SRv-SOL ) @ Ready for recove. PG Databast

3 et Pricrity Group To 2 (High)
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e C(Cliccare sul tasto “Yes”:

Change Priority X
The change will apply to the virtual machine(s) in all recovery plans.

Change the priority for 1 virtual machine(s)?

CANCEL YES

Per ogni virtual machine presente nell'elenco & possibile configurare I'ordine di avvio
desiderato.

Nella schermata "Recovery Plan" & possibile configurare alcuni parametri per le macchine
virtuali in “disaster recovery”.

e selezionare “Virtual Machine”:
e inserire il “flag” accanto al nome della virtual machine:

e cliccare sula scritta “Configure Recovery”:

vmw Site Recovery

t hir [ j € tic \v/ Protection Groups J Recovery Plans
Q [ RP-Database EDIT MOVE  DELETE  TEST RUN

Recovery Plans
u I ? y Step t sio rotect I 1| Virtual Machines

[ | RP-Database
3| CONFIGURE RECOVERY PRIORITY GROUP VvV STARTUP ACTION VvV

Virtual Machine 5

2 (5" SRV-SQL-2019

] RP-Test-DR

e Parametri configurabili:

VM Recovery Properties - SRV-SQL-2019

Changes to these properties will apply to this VM in all recovery plans.

Recovery Properties IP Customization

2 (High)

r

Priority Group

al v

> VM Dependencies None
vMotion

N tdown Aetion Shutdown guest OS before power off (requires VMware Tools)

ver off VMs at

Shutdown act

> Startup Action Power on
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> Startup Action Pawer.on

Start t € | power on VMs at the re ery site dur
> Pre Power On Steps None
> Post Power On Steps None

¢ Nella sezione "STARTUP ACTION" si pud decidere di "accendere" o "non accendere" la
VM in disaster recovery:

] RP-Database EDIT MOVE  DELETE  TEST RUI

Summary Recovery Steps Issues History Permissions Protectiq

CONFIGURE RECOVERY PRIORITY GROUP Vv 1| STARTUP ACTION VvV

Virtual Machine

» [ SRV-SQL-2019 2
Do Not Power On
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8. Test del Recovery Plan

e Selezionare “Recovery Plan”:
e Cliccare sulla scritta “Test”:

Recovery Plans

RP-TGS‘-DR Eour MOVE :n!l:|t3 RUN

Virtual Machines

CONFIGURE RECOVERY PRIORITY GROUD Vv STARTUP ACTION VvV

2 Virtual Machine

e Selezionare “Replicate recent changes to recovery site” per replicare solo le
modifiche recenti:

Test - RP-Test-DR Confirmation options

1 Confirmation options Test confirmation

2 Running this plan in tesl mode will recover the virtual machines in a test enviroament on the recovery site

Protected site
Recovery site t §r
Sorver connection

Number of VMs
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e Cliccare sul tasto “Finish”:

Test - RP-Test-DR Ready to complete
Confirmation options

2 Ready to complete

e Per visualizzare i vari passaggi della fase di test, selezionare il tab "Recovery
Steps”:

vmw Site Recovery

1543 * L __ Recovery Plans
tw RP-Test-DR MovE ANCE
Recovery Pans
;° RO-Database
I, RO-Test-DR A B b bexgny:

( ription,
Recovery Step Step Started
Y e
(a2 v
]
> @ Vs
»© "

vmw Site Recovery

(= o
ED te Pa L L t A\ tect f |__| Recovery Plans

O le RP-Test-DR MOVE CLEANUP

Recovery Plans

History
Lo RP-Database
Reports w
RP-Test-DR
Lo Last 7 D
EXPORT ALL
Operation Result Date
Test v Success Wednesday, S 6, 2023
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Nota: Considerando che si tratta di un test... &€ stata creata automaticamente dalla
procedura stessa una rete dedicata al test (chiamata bolla) sul sito di disaster recovery:

vm vSphere Client () SRV-SQL-2019

B 2 B8 @ & srmpg-05daS5ia8-facl-42f7-a651-2¢cf8fc7a5dcc

(7 vCenter-67.aleadmin.it Summary Monitor Permissions Hosts VMs

~ [11 Datacenter
= = ™ Accessible Yes
I_'_,_ srmpg-05da51as-facl-4217-a l ff —‘

Virtual machines: 1
% VM Network

Hosts. 1

il

b4
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9. C(CleanUP

Il processo di "CleanUP" pulisce il test DR e ripristina I'ambiente allo stato precedente al
test stesso.

e Cliccare sulla scritta “CLEANUP”:

vmw Site Recovery

¢ lt n ' / tect SroUp __| Recovery Plans

e RP-Test-DR MOVE

Recovery Plans
Summary

[4 RP-Database

[4 RP-Test-DR Recovery Plan: RP-Test-DR
| & RP-Test-

Protected Site Site-Prod

Site Site-dr

e Cliccare sul tasto “Next”:

Cleanup - RP-Test-DR Coenfirmation options

1 Confirmation options Cleanup confirmation

/_\ Running a cleanup operation on this plan will remove the test environment and reset the plan to the Ready state.

Protected site Site-Prod
Recovery site: Site-dr
Server connection:  Connected

Number of VMs: 1

Cleanup options

If you are experiencing errors during cleanup, you can choose the Forc

“leanup option to ignore all errors and return the

plan to Ready state. If you use this option, you might need to clean up your storage manually, and you should run

another test as soon as possible.

e Cliccare sul tasto “Finish”:

Cleanup - RP-Test-DR Ready to complete
1 Confmation options

2 Ready to complete
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Fase di “Test” e “Cleanup” eseguiti con successo:

VCSA-70u3.aleadmin.it - vCenter-67.aleadmin.it
ations O Protection Groups D Recovery Plans
£ RP-Test-DR EDIT MOVE  DELETE  TEST RUN
Summary Recovery Steps Issues History Permissions Protection Gro
Repor
Last
EXPORT ALL
Operation Result Date
Cleanup +/ Success Wednesday, September 6, 2023 7:34:52 PM
Test +/ Success Wednesday, September 6, 2023 7:12:08 PM

Y

e La "bolla di rete" € stata eliminata mediante la fase di pulizia della procedura
“CleanUP”.

vm vSphere Client Menu v O\ SRV-SQL-2019

[ g8 9 g Datacenter @ a

v [J vCenter-67.aleadmin.it Summary Monitor Corl
v [#f Datacenter
€ VM Network H_OStS: ]
- Virtual Machi
Clusters:
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10. Creazione dei ruoli e permessi agli utenti

e Selezionare “Site Pair”:

e Cliccare sul menu “Permissions”:

e Cliccare sulla scritta “ADD:

vmw Site Recovery

Array Based Rep v
Storage Replication ..
Array Pairs

Network Mappings

Folder Mappings

Resource Mappings

Storage Policy Mappin.,

Placeholder Datastores

2 Advanced Settin >

Permissions

Recovery Plans History

vSphere Replication re...

&) o

Permissions

VCSA-70u3.aleadmin.it ] vCenter-67.aleadmin.it ]

3[z00]
User/Group
& VSPHERE LOCAL\Administrator
2 VSPHERE LOCAL\Administrators
2 VSPHERE.LOCAL\AutoUpdate
2 VSPHERE LOCAL\NsxAdministrators
4 VSPHERE.LOCAL\NsxAuditors
& VSPHERE LOCAL\NsxViAdministrators

& VSPHERE LOCAL\RegistryAdministrators

& VSPHERE LOCAL\SRM-aSd407ea-5437-430f-84d

& VSPHERE.LOCAL\SRM
2 VSPHERE.LOCAL\SyncUsers

EXPORT v

remote-983f4a7a-d861-4d7b-a(

0-562

e Selezioane “localos” per I'account locale:

e Selezionare “vSphere.local” per gli account di dominio SSO:

Add Permission

Domain

User/Group

localos

| VSPHERE.LOCAL |

Role

Propagate to children

CANCEL
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e Selezionare il ruolo appropriato che si vuole dare all’'utenza:

No access

Administrator
AutoUpdateUser
Content library administrator (sample)

Content Library Registry administrator (sample)
Datastore consumer (sample)

Add Permissit Network administrator (sample)

No cryptography administrator

No Trusted Infrastructure administrator

Domain NSOperatorController
NsxAdministrator

User/Group NsxAuditor

Role Read-only

Propagate to children

e Cliccare sul tasto “ADD”:

Add Permission

Domain VSPHERE.LOCAL
User/Group aromeo
Role Read-only

Propagate to children

CANCEL
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vmw Site Recovery

[ sitepair  LH

Array Based Rep v

Storage Replication
Array Pairs ADD

Network Mappings

Folder Mappings

Permissions

VCSA-70u3.aleadmin.it vCenter-67.aleadmin.it

CHANGE ROLE REMOVE
User/Group
& VSPHERE.LOCAL\Administrator

2 VSPHERE LOCAL\Administrators

Role
Administrator

Administrator

Resource Mappings

& VSPHERE.LOCAL\aromeo

Read-only |

|

P ==
VSPHERELOCAL\AutoUpdate AutoUpdateUse
Storage Policy Mappin ‘& VSPHERELOCAL\AutoUpdate AutoUpdateUser
& VSPHERE LOCAL\NsxAdministrators NéxAdministrator

2 Vs

| s f t 3¢,
Placeholder Datastores iditors NsxAuditor

Advanced Settin > "“‘ VSPH LOCAL\NsxViAdministrators NsxViAdministrator
-""~ VSPHERE L ryAdministrators Content Library Reg
Permissions

Administrator

& VSPHERE L

SRM Administr

Recovery Plans History

vSphere Replication re... u | EXPORT v

Nota: essendo un utente con permessi di sola lettura, tutti i menu sono disabilitati.

VCSA-70u3.aleadmin.it - vCenter-67 aleadmin.it v

vmw Site Recovery

O Protection Groups |:| Recovery Plans

% Replications
Network Mappings
vCenter-67.aleadmin.it

Site Pair

Replication Servers

Array Based Rep... v

Storage Replication ...
Recovery Network

Array Pairs &) VM Network
Network Mappings

Folder Mappings

X
IP CL

Resource Mappings

Storage Policy Mappin...

Placeholder Datastores There s no P c

Seguendo passo-passo questa guida € possibile configurare un ambiente di DR partendo da zero.

By: Alessandro Romeo
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